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CISCO AIRONET 350 SERIES CLIENT ADAPTERS

Wireless client adapters are the key to adding litylind flexibility to an enterprise—increasing practivity by enabling users to have network
and Internet access anywhere within a building sitithe limitation of wires. The Cisco Airoffe350 Series Client Adapters are a complement
to Aironet 350 Series infrastructure devices, pimg an enterprise-ready solution that combinesilitplwith the performance, security, and
manageability that people have come to expect {tisno.

Wireless client adapters connect a variety of de=vio a wireless network either in ad hoc peereter-pnode or in infrastructure mode with access
points. Available in PC Card (PCMCIA) and Periph&amponent Interconnect (PCI) form factors, Cigémnet 350 Series Client Adapters
quickly connect desktop and mobile computing devigeelessly to all network resources. With thiegurct, you can instantly add new employees
to the network, support temporary workgroups, @téa Internet access in conference rooms or otketing spaces (see Figure 1).

Features include:

< Superior range and throughput

» Secure network communications

« World mode for international roaming

¢ Full-featured utilities for easy configuration am@nagement
« Compliance with the IEEE 802.11b high-rate standard

< Support for all popular operating systems
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Figure 1. Client devices equipped with wireless client adapters can roam freely throughout a facility via communications with multiple access points.
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ETHERNET SPEED AND IMPROVED RANGE

With a full 100 milliwatts (mW) of transmit powend the best receive sensitivity in the industrg, @isco Aironet 350 Series Client Adapters
provide the longest range and best reliability lakdé for wireless clients. Advanced signal prosesi the Cisco Aironet 350 Series helps manage
the multipath propagation often found in office mamments. Intelligent filtering addresses ambigoite and interference that can decrease network
performance. Building upon Cisco leadership in {ese LAN (WLAN) performance, the Cisco Aironet 356ries Client Adapters provide the
greatest throughput available so users can enjbyally the same connectivity they gain from wiigel connections. Based on direct sequence
spread spectrum (DSSS) technology and operatittgei.4-GHz band, the Cisco Aironet 350 Seriesnthalapters comply with the IEEE

802.11b standard—ensuring interoperability withodttler compliant WLAN products.

CISCO STRUCTURED WIRELESS-AWARE NETWORK

The Cisco Aironet 350 Series Client Adapter is aé@mponent of the Cisco Structured Wireless-Awdeevork (SWAN). Cisco SWAN is a
framework to integrate and extend wired and wielestworks to deliver the lowest possible totat cé®wnership for companies deploying
WLANSs. Cisco SWAN extends “wireless awareness” intportant elements of the network infrastructymyiding the same level of security,
scalability, reliability, ease of deployment, andrmmagement for wireless LANs that organizations e to expect from their wired LANs.

Wireless domain services (WDS) is introduced wihid €Cisco Structured Wireless-Aware Network. WD8& @llection of Cisco IOS Software
features that expand WLAN client mobility, simplifyLAN deployment and management and enhance WLANTr#g. These services—supported
on access points, client devices, and the Ciscaly#t 6500 Series Wireless LAN Services Module (WLSMjay and other Cisco LAN switches
and routers in 2005—include radio management agtjoegdast secure roaming, client tracking, and WIkiX remote site survivability. WDS
radio management aggregation supports radio freyu@F) managed services such as rogue accessdgapaation for WLAN Intrusion Detection
System (IDS), interference detection, assistedssiteeys and self-healing wireless LANs. For maferimation on Cisco SWAN, visit:
http://www.cisco.com/go/swan
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Fast secure roaming is supported by Cisco and @scoapatible client devices in conjunction with Qis&ironet, Cisco 10S Software-based access
points. With fast secure roaming, authenticateehtldevices can roam securely from one access fgoamother, within or across subnets, without
any perceptible delay during reassociation. Fagtreeroaming supports latency-sensitive applicatguch as wireless voice over IP (VoIP),

enterprise resource planning (ERP), or Citrix-bas#dtions (Figure 2).

Figure 2. Fast Secure Roaming
1. Access Point (AP1) must now 802.1X authenticate
with the WDS device to establish a secure session

2. Initial client 802.1X authentication goes to a central
AAA server (~500ms)

3. During a client roam, the client signals to the WDS
device ithasroamed and WDS device will send
the client's key to the new Access Point (AP2)

S . 4. The Access Point hand off time is reduced to 50 ms
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Note: Because the WDS handles roaming and reauthentication, the WAN link is not used

ENTERPRISE-CLASS WIRELESS LAN SECURITY
Wireless LAN security is a primary concern. CisdooAiet products secure the enterprise network svsalable and manageable system featuring

the award-winning Cisco Wireless Security Suitesd&hon the 802.1X standard for port-based netwookss, the Cisco Wireless Security Suite
takes advantage of the Extensible Authenticatiaideol (EAP) framework for user-based authenticaieigure 3). This solution supports Wi-Fi
Protected Access (WPA), the Wi-Fi Alliance certifiion for interoperable, standards-based wirelddd security. Cisco Aironet WPA Migration
Mode, an access point setting that enables both AfRIFnon-WPA clients to associate to an access psing the same SSID, is supported by the

Cisco Aironet 350 Series Client Adapter.

The Cisco Wireless Security Suite interoperateb witange of client devices. It supports all 802alithentication types, including Cisco LEAP,
Extensible Authentication Protocol-Flexible Authieation via Secure Tunneling (EAP-FAST), EAP-Tramp.ayer Security (EAP-TLS),
Protected Extensible Authentication Protocol-Gen&dken Card (PEAP-GTC), Protected Extensible Auntilcation Protocol-Microsoft
Challenge Handshake Authentication Protocol Ver@¢REAP-MSCHAP V2), EAP-Tunneled TLS (EAP-TTLS)aBAP-Subscriber Identity
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Module (EAP-SIM). A wide selection of Remote Acc@al-In User Service (RADIUS) servers, such as@liisco Secure Access Control Server
(ACS), can be used for enterprise-class centralized management. Enhanced features such as Teidpgrimtegrity Protocol (TKIP) per-packet
key hashing, message integrity check (MIC) and dcast key rotation are integral to the Cisco Waegl8ecurity Suite.

Figure 3. The Cisco Wireless Security Suite is an Enterprise-Class Security System Based on the 802.1X Architecture

RADIUS Server
/___.__/ T '*-\_____\
© Access Point blocks P \
—f \
all User requests -i C User Database
to access LAN "

QCIiehn;associaPtes ./"__/ ---.\\II
with Access Point e E
-s L Campus Network ,.'—-

“-----\\ — __..,/
Aironet 1200 Series Access Switch —
Access Point with

Cisco LEAP Support

Wireless Client with

Cisco LEAP Supplicant i
RADIUS Server with

Cisco LEAP Authentication Support
and Dynamic Encryption Key Generation

ig‘ User Database L“;.

€ User provides login
authentication credentials

@ RADIUS server authenticates User;
User authenticates RADIUS Server

E]
< % Campus Nelwork !
Aironet 1200 Series Access Switch o
Access Point with
Cisco LEAP Support
' Wireless Client ' © RADIUS server delivers Pair-wise
with Cisco LEAP Supplicant Master Key (PMK) to Access Point
@ Client and Access Point €@ Access Point encrypts Broadcast encryption O Access Point and Client exchange
activate encryption key and delivers it to the Client messages to derive the encryption keys

WORLD MODE FOR INTERNATIONAL ROAMING

Cisco simplifies deployment for international treere and multinational corporations with a newriadapter setting called world mode. When
placed in this mode, client adapters automatigatgrit channel configuration properties directigrh the Cisco Aironet access point to which they
associate. This feature enables a user to userd alilapter around the world while still maintaghiegulatory compliance.
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ENHANCED CLIENT NETWORK MANAGEMENT FEATURES
The Cisco Aironet Client Utility, with an intuitivgraphical user interface, provides an easy wayptdigure, monitor, and manage the Cisco
Aironet 350 Series Client Adapter. Enhanced cliettvork management features include:

Ste-survey tools—Easy-to-understand detailed graphical informat@madsist in the placement of access points (Fidure
Troubleshooting facility—Step-by-step details on the process of conneotiragntaccess point that highlights why a connedtded (Figure 5)

Profile Manager—Create specific profile settings for various enmirents, such as the office or home, making it snfipl telecommuters and
business travelers to move from one environmeahtiher

Customized Profile settings—Individually select channel, service set identifi®@6ID), WEP key, and the authentication methodiffferent
locations

Cisco LEAP authentication status screen—Status updates regarding the Cisco LEAP autheitticatocess

Autoselection of Cisco LEAP profile—Automatic selection of a Cisco LEAP profile withchaving to store the Cisco LEAP username and
password in the profile

System Tray icon—Easy access to wireless LAN connection informagind one-click access to common actions such astisgle¢he right profile
for a wireless LAN (Figure 6)

Aironet Client Monitor—Optional application that runs “behind” a Systerayficon and provides a subset of Aironet Clientitytfeatures such
as status information about the client adapteramoess to basic tasks such as selecting a profile

Support of popular operating systems—Windows 95, Windows 98/98SE, Windows 2000, Winddhs, Windows NT, Windows XP, Mac OS
9.X, MAC OS X, Windows CE, Linux and MS-DOS.

Figure 4. Site survey tools included with the Cisco Aironet Client Utility assist in the correct placement of access points.
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Figure 5. Troubleshooting Facility gives step-by-step details on the process of connecting to an access point.
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Figure 6. System Tray icon provides easy access to wireless LAN connection information and one-click access to common actions.
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Client firmware, drivers, utilities and security thdes are easily installed using the Cisco Airdffgeless LAN Client Adapter Installation Wizard
for Microsoft Windows operating systems. The wizeath run in an interactive mode or in an automé&aeint mode” without user interaction,
triggered by existing IT software distribution teoThe wizard image file is a self-extracting exable (.exe) file (Figure 7).

Figure 7. Cisco Aironet Wireless LAN Client Adapter Installation Wizard for Microsoft Windows operating systems.

LB HE LR PR T T U P e e T
b

ﬁ B s bk i Ly o e el

L LR 1

7 il Ll Doy

Ewi | Gwew | e |

© 2004 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 6 of 11



THE PREFERRED CLIENT SOLUTION FOR MOBILE PROFESSIONALS

Cisco Aironet 350 Series Client Adapters delivegesior range, reliability, and performance for Imesis users needing information access anytime,
anywhere. Combined with Cisco Aironet unique sdgiggrvices, this product ensures that businesisalrinformation is secure. Most importantly,
the Cisco client solution is easy to use, makimgttanefits of wireless mobility completely transar

Table 1. Cisco Aironet 350 Series Client Adapter Specifications

Data Rates Supported 1,2,5.5, and 11 Mbps
Network Standard IEEE 802.11b
System Interface AIR-PCM35x: PC Card (PCMCIA) Type Il

AIR-PCI351x: peripheral component interconnect (F#lls

Frequency Band 2.4 t0 2.4897 GHz

Network Architecture Types Infrastructure and ad hoc

Wireless Medium Direct Sequence Spread Spectrum (DSSS)

Media Access Protocol Carrier sense multiple access with collision avoaa(CSMA/CA)
Modulation DBPSK @1 Mbps

DQPSK @ 2 Mbps

CCK @ 5.5 and 11 Mbps

Operating Channels North America: 11
ETSI: 13
Japan: 14

Nonoverlapping Channels Three

Receive Sensitivity 1 Mbps: —94 dBm

2 Mbps: =91 dBm

5.5 Mbps: -89 dBm

11 Mbps: -85 dBm
Delay Spread 1 Mbps: 500 ns

2 Mbps: 400 ns

5.5 Mbps: 300 ns

11 Mbps: 140 ns
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Available Transmit Power
Settings

Range (typical)

Compliance

Operating Systems
Supported

Antenna

Encryption Key Length

Security

100 mw (20 dBm)

50 mW (17 dBm)

30 mW (15 dBm)

20 mW (13 dBm)

5 mW (7 dBm)

1 mw (0 dBm)

Maximum power setting will vary according to indival country regulations
Indoor:

130 ft (40 m) @ 11 Mbps
350 ft (107 m) @ 1 Mbps
Outdoor:

800 ft (244 m) @ 11 Mbps
2000 ft (610 m) @ 1 Mbps

Operates license free under FCC Part 15 and cosrgie@ Class B device; complies with DOC regulation
complies with ETS 300.328, FTZ 2100, and MPT 134@dards

Windows 95, 98, NT 4.0, 2000, ME, XP, CE 2.11, C& &E .NET (CE 4.0, CE 4.1), Mac OS 9.x, Mac OS$
X, MS-DOS and Linux

AIR-PCM35x: Integrated diversity dipoles

AIR-LMC35x: Two MMCX connectors (antennas optionabne supplied with unit)
AIR-PCI35x: External, removable 2.2 dBi Dipole wiP-TNC Connector

128-bit

Cisco Wireless Security Suite supporting Wi-Fi Roséd Access (WPA) including:
Authentication:

e 802.1X support including LEAP, EAP-FAST, PEAP-GTREAP-MSCHAP V2, EAP-TLS, EAP-TTLS and
EAP-SIM to yield mutual authentication and dynanpier-user, per-session encryption keys

* MAC address and by standard 802.11 authenticatiechamisms
Encryption:
« Support for static and dynamic IEEE 802.11 WEP la#y40 bits and 128 bits

« TKIP enhancements: key hashing (per-packet keyimggsage integrity check (MIC) and broadcast key
rotation via WPA TKIP and Cisco TKIP
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Status Indicators

Dimensions

Weight

Environmental

Input Power Requirements

Typical Power Consumption
(at 100 mW transmit power
setting)

Warranty

Wi-Fi Certification

Link Status and Link Activity

AIR-PCM35x: 2.13 in. (5.4 cm) wide x 4.37 in. (1X) deep x 0.1 in. (0.3 cm) high
AIR-LMC35x: 2.13 in. (5.4 cm) wide x 3.31 in. (8cfn) deep x 0.1 in. (0.3 cm) high
AIR-PCI35x: 6.6 in. (16.8 cm) wide by 3.9 in. (&B1) x .5 in. (1.3 cm) high
AIR-PCM35x: 1.6 0z (45g)

AIR-LMC35x: 1.4 oz (409)

AIR-PCI35x: 4.4 0z (125g)

AIR-PCM35x and AIR-LMC35x: —22° to 158°F (-30° t0°C)

AIR-PCI35x: 32° to 131°F (0° to 55°C)

10 to 90% (noncondensing)

+5 VDC =/-5%

Transmit: 450 mA

Receive: 270 mA

Sleep mode: 15 mA

Limited lifetime
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WE'Re ON IT.

BARCODING, WIRELESS AND DATA COLLECTION

Our customers turn to us to help them become more productive and

®
profitable. TPI's expertise guarantees your project will be successful: symbO'
on time, on budget and meet your ROI requirements. The Enterprise Mobily Company ™
TPI will facilitate your entire wireless and data collection project: @ gf:;g’"m‘
Business Partner
v" Business analysis
v Project justification & ROI ";t‘(’)'[; 'S"ec"
: . . . HON
v Wireless design, RF site survey and spectrum analysis PARTNER
v WWAN, WLAN design & installation 'l' III
[ ] [ ] [ ]

v

Custom software ciISCO

v" Integration w/legacy systems
v Mobile computers
v" Data collection terminals

v Barcode printers, labels and scanners L

v REID solutions 7///\ |II||IIIIII||IIL.,

v’ Configuration and deployment =\

v" Training and installation PR'NTRON'X

v" Service and upgrades GLOBAL PRINTING.. ENABLED

v Remote device management and support gﬂﬂoﬂﬂé
SODATALOGIC.

TPI can share best practices in data collection from-a number of

industries including wholesale distribution, manufacturing, healthcare
and r_etalllconsume_r goods. Our expertise gllows you to shorten your wavelink@
learning curve and increase your return on investment.

less comes together
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